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Principles of Data Protection
There are eight principles that all organisations must observe. Data must be:
•
•
•
•
•
•
•
•

obtained and processed fairly and lawfully and shall not be processed unless
certain conditions are met
obtained for a specified and lawful purpose and shall not be processed in
any manner incompatible with that purpose
adequate, relevant and not excessive for those purposes
accurate and kept up to date
processed in accordance with the data subject’s rights
kept safe from unauthorised access, accidental loss or destruction.

and shall not be:
•
•

kept for longer than is necessary for that purpose.
transferred to a country outside the European Economic Area, unless that country has
equivalent levels of protection for personal data.

The college and all staff or others who process or use any personal information must ensure that
they follow these principles at all times. In order to ensure that this happens, the college has
developed this Data Protection Policy.

Extent of the Policy
The Data Protection Policy covers all computerised and manual data processing relating to
identifiable individuals. It not only includes information about individuals, but also options and
intentions towards an individual. It therefore includes, for example, personnel records about staff,
student records, emails relating to identifiable individuals, team meeting minutes, student and staff
references.

Status of the Policy
This policy does not form part of the formal contract of employment, but it is a condition of
employment that employees will abide by the rules and policies made by the college from time to
time. Any failure to follow the policy can therefore result in disciplinary proceedings.
Any member of staff who considers that the policy has not been followed in respect of personal
data about themselves they should raise the matter with the Data Protection Officer initially. If the
matter is not resolved it should be raised with HR for guidance on how to proceed.

Definition of Data
Personal data covers any data relating to a living individual (e.g. name, address, payroll details,
examination results). Sensitive data form a subset of personal data that relate to a living person,
recording such matters as racial or ethnic origin, political opinions, religious beliefs, trade union
membership, health and criminal convictions.
The processing of data takes place whenever it is compiled, stored or otherwise operated upon.
Disseminating the examination results of students involves processing data relating to each of them,
as does giving and receiving personal references, producing agenda items or minutes for committees
at which students are discussed as individuals, etc. Similarly, data about staff and applicants for posts
are processed when they are committed to manual or electronic records held within the college.

2

Notification of Data Held and Processed
All staff, students and other users are entitled to know:
•
•
•
•

what information the college holds and processes about them and why.
how to gain access to it.
how to keep it up to date.
what the college is doing to comply with its obligations under the 1998 Act.

The college will update staff data at least annually. Students' data are updated annually through
the enrolment process.

Responsibilities of Staff
Staff are responsible for:

•
•
•
•

Checking that any information that they provide to the college in connection with their
employment is accurate and up to date.
Informing the college of any changes to information, which they have provided. i.e. changes
of address or contact numbers.
Checking the information that the college will send out from time to time, giving details of
information kept and processed about staff.
Informing the college of any errors or changes. The college cannot be held responsible for
any errors unless the staff member has informed the college of them.

If and when, as part of their responsibilities, staff collect information about other people, (e.g. about
students’ course work, opinions about ability, references to other academic institutions, or details of
personal circumstances), they must comply with the guidelines for staff. (Appendix 1)

Data Security
All staff are responsible for ensuring that:
•
•

Any personal data that they hold is kept securely.
Personal information is not disclosed either orally or in writing or accidentally or otherwise to
any unauthorised third party.

Staff should note that unauthorised disclosure will usually be a disciplinary matter, and may be
considered gross misconduct in some cases. (Staff Code of Conduct policy)
Personal information should be:
•
•
•
•

kept in a locked filing cabinet; or
in a locked drawer; or
if it is computerised, be password protected; or
kept only on disk that is itself secure.

In processing, personal data staff are expected to:
• understand and adhere to the eight data protection principles set out in the ‘purpose’ section at
the beginning of this policy document
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• manage personal data in accordance with the college Data Protection Policy, other relevant
policies and procedures and the guide lines at Appendix 1,3,5 and 6

Staff should note that Data Protection compliance is ultimately the responsibility of
all college staff. Individuals can be held legally responsible if they disclose personal
information to any unauthorised third party. Breaches of data protection rules are
considered to be a disciplinary matter, and may be considered gross misconduct in
some cases.

Student Obligations
Students must ensure that all personal data provided to the college are accurate and up to date.
They must ensure that changes of address, etc are notified to the college as appropriate.
Students who find themselves in a position where they are processing personal data about staff or
other students (e.g. as a Student Director or as a member of the Student Council) must ensure that
they comply with the college policy and the requirements of the Act.

Rights to Access Information
Subject to a limited number of statutory restrictions staff, students (past or present) and other users
of the college have the right to access any personal data that is being kept about them either on
computer or in certain files. Any person who wishes to exercise this right should complete the
college ‘Access to Information’ form and hand it in to Reception and it will be forwarded to the Data
Protection Officer.
In order to gain access, an individual may wish to receive notification of the information currently
being held. This request should be made in writing using the standard form attached.
The college will make no charge for the first occasion that access is requested, but may make a
charge of £10 per each subsequent request at its discretion.
The college aims to comply with requests for access to personal information as quickly as possible,
but will ensure that it is provided within 40 days unless there is good reason for delay. In such
cases, the reason for delay will be explained in writing to the data subject making the request.

Parents/Carers
The college believes it is in the best interest of the student and the college that it should maintain
a supportive dialogue with the parents/carers of students. Therefore, data relating to the
attendance, achievement, behavior, discipline, and general progress and prospects of all
students will normally be communicated to their parents and carers. This will be made clear to
students in their Learning Agreement and the communication will be verbal, written or available
online via a secure portal.
However, a student is legally entitled to choose not to have personal data shared with
parents/carers and individual requests will be considered by the Head of Student Support.
If the college intends to share any sensitive data (e.g. sexual orientation, political views, mental
health issues) with parents/carers or any other third party, permission will be sought from the
student in advance, unless there are safeguarding reasons that make sharing necessary.
The college will undertake to make sure that students are fully aware of the content of these
communications.
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Subject Consent
In many cases, the college can only process personal data with the consent of the individual. In
some cases, if the data is sensitive, express consent must be obtained. Agreement to the college
processing some specified classes of personal data is a condition of acceptance of a student onto
any course, and a condition of employment for staff. This includes information about previous
criminal convictions.
Some jobs or courses will bring the applicants into contact with children, including young people
between the ages of 16 and 18. The college has a duty under the Children Act and other
enactments to ensure that appointed staff are suitable for the job, and students for the courses
offered.
The college also has a duty of care to all staff and students and must therefore make sure that
employees and those who use the college facilities do not pose a threat or danger to other users.
The college will also ask for information about particular health needs, such as allergies to
particular forms of medication, or any conditions such as asthma or diabetes. The college will only
use the information in the protection of the health and safety of the individual, but will need consent
to process in the event of a medical emergency, for example.

Processing Sensitive Information
Sometimes it is necessary to process information about a person’s health, criminal convictions,
race and gender and family details. This may be to ensure the college is a safe place for
everyone, or to operate other college policies, such as the sick pay policy or equal opportunities
policy. Because this information is considered sensitive, and it is recognised that the processing of
it may cause particular concern or distress to individuals, staff and students will be asked to give
express consent for the college to do this. Offers of employment or course places may be
withdrawn if an individual refuses to consent to this, without good reason. More information
about this is available from the Data Protection Officer.

The Data Controller and the Designated Data Protection Officer
The college is, as a corporate entity the Data Controller under the Act, and the Corporation is
therefore ultimately responsible for implementation. However, there is a designated Data
Protection Officer dealing with day-to-day matters. The first point of contact for enquirers is the
Data Protection Officer, who may either deal with the enquiry her/himself or refer it to another
designated individual with inquiry related responsibilities. The college has a designated Data
Protection Officer who is named at the top of this policy document.

Examination Marks
Students will be entitled to information about their marks for both coursework and examinations.
However, this may take longer than other information to provide.

Exemptions
Generally, all personal data collected and processed will be subject to the Data Protection Act.
However, some exemptions apply e.g.
References - a confidential reference given by the college to a third party regarding, education,
employment/training, appointment to a public office, a service being provided by the data subject
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etc., will remain confidential and is exempt from the requirements of the Act.
References we have received and kept on file are not exempt. We must, however, ensure that the
rights of the referee are considered. Information about the individual referee should not be
disclosed without explicit consent (anonymising the information is acceptable). The college cannot
refuse to disclose confidential references without providing reasons.
Crime and taxation – personal data may have to be disclosed to government departments or the
Police. Data will only be released on the basis of properly drawn up requests.
Vital interests – personal data may be released if it is in the vital interests of the individual e.g. a
medical emergency.
Under 19 students – the College will normally release information about a student’s progress and
attendance to parents or guardians of students under 19 years of age on the previous 31st August.

Retention of Data
The college will keep some forms of information for longer than others. Because of storage
problems, information about students cannot be kept indefinitely. In general, student files will be
kept for a maximum of 6 years after they leave college. This will include:
•
•
•

name and address
academic achievements
copies of course application forms

After 6 years, a subset of such information is electronically archived and kept for 10 years after
students leave college.

Disposal of Data
When personal data is no longer required, or has passed its retention date, paper records must be
shredded. If there is a significant amount of material which cannot be dealt with by normal
shredding machines, this should be disposed of using a reputable disposal contractor. Annex 6,
Confidential Waste Procedures will give guidance on how confidential waste can be handled.
Computerised records must be permanently deleted; with particular care taken that 'hidden' data
cannot be recovered. The IT Helpdesk can advise on permanent deletion of computerised records.

CCTV
The monitoring, recording, holding and processing of images of distinguishable individuals
constitutes personal data as defined by the Data Protection Act (1998). The use of Closed Circuit
Television (CCTV) at The Blackpool Sixth Form College is fully compliant with the requirements of
the Data Protection Act (1998), with related legislation and with the CCTV Code of Practice
published by the Office of the Information Commissioner.

Conclusion
Compliance with the 1998 Act is the responsibility of all members of the college. Any deliberate
breach of the data protection policy may lead to disciplinary action being taken, or access to
college facilities being withdrawn, or even a criminal prosecution. Any questions or concerns about
the interpretation or operation of this policy should be taken up with the designated college Data
Protection Officer.
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Further Guidance
Information Commissioners’ website http://www.ico.gov.uk/
Appendix 1 – General Guidelines
Appendix 2 – Personal Data held by college
Appendix 3 – Staff Guidance for Data Protection
Appendix 4 – Glossary of main terms
Appendix 5 – Retention of records schedule
Appendix 6 – Confidential Waste procedures
Appendix 7 – Subject Access Request Form

Linked Policies and Procedures
•
•
•
•
•
•
•
•
•

Staff Code of Conduct
Managing Students Policy
Acceptable Use of Computers (Staff)
Acceptable Use of Computers (Students)
Data Protection Form (Students)
Disclosure Policy
Safeguarding Policy
Security Policy
Laptop Protocol Policy
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Appendix 1
General Guidelines
1.

Storing Personal Data

Personal data must be held securely. In the case of manual data this could be in filing cabinets,
locked cupboards or rooms with access restricted to named individuals or categories of
individual only. In the case of electronic information, access must be subject to reasonable
controls including passwords and restricted access rights. Reasonable steps must be taken to
detect and prevent unauthorised access. Regular backups should be taken to ensure that
important data cannot be lost.

2.

Disclosing Personal Data

Personal data should not generally be disclosed to third parties without the permission of the
individual concerned. This covers both intentional disclosure and any disclosure that may
happen by accident, for example someone having oversight of a monitor on which data is
displayed. In this context, ‘third parties’ include family members, friends, local authorities,
government bodies and the police unless disclosure is exempted by the 1998 Act or by other
legislation. Under certain circumstances, data may however be released. Note that among
other circumstances the Act permits release of data without express consent:
•
•
•
•
•

for the purpose of protecting the vital interests of the individual (e.g. release of medical
data where failure to do so could result in harm to, or the death of, the individual)
for the prevention or detection of crime
for the apprehension or prosecution of offenders
for the assessment or collection of tax
where the disclosure is required whether as a statutory requirement or in response to a
court order.

Most bodies that may request personal data in such circumstances should be able to provide
documentary evidence to support their request. For example, many police forces have a
specific procedure for requesting information in support of an ongoing investigation. The
absence of such documentation, court order or a warrant may justify refusal to disclose personal
data. Where there is a statutory obligation to disclose, the disclosure must be made. Requests
of this nature should be passed to the Deputy Principal for staff and students.
The college will make all reasonable efforts to obtain the consent of data subjects, staff and
students, where non-sensitive personal data (including photographs) is to be used on the college
internet and intranet web pages and in other publications where such use is not for the purposes
of the normal organisational functioning and management of the institution, for example general
marketing purposes including publicity photographs, press releases, prospectus etc.
As a rule, personal or sensitive data should not be disclosed without the express consent of the
individual concerned. Telephone disclosure is generally unsatisfactory, as verification of such
details (and the identity of the enquirer) can be difficult. For example, a student’s address,
telephone number or e-mail should not be given to a telephone enquirer, even if the enquirer
claims to be a close relative or friend. If a phone call is received from a third party requesting
information on a member of staff or student, information about the individual should not be
disclosed, however hard the caller may press, without the express permission of the individual
concerned. Offer to attempt to contact the individual concerned and take details of the request
for information, including the caller’s number. If necessary ask them to put their request in
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writing and offer to accept a sealed envelope to forward to the individual concerned. Follow
similar guidelines when dealing with written requests for information.

3.

Protecting Third Parties

In meeting a data subject access request, it is important that personal data relating to other
identifiable individuals mentioned in the documents (e.g. other staff or students) should not also
be revealed unless permission for disclosure is given by the individual(s) concerned. Thus, a
data subject enquirer has the right to see notes or comments relating to them that are held by
the College in manual or electronic form, but the identity of the individual(s) who made those
comments would not normally be revealed without their express permission.
Where it might be unrealistic to obtain consent, for example if the third party’s whereabouts are
unknown, a judgement should be taken about how reasonable it is in the circumstances to
release the information. It may be necessary for example to edit the information to protect the
third party’s identity.

4.

Disposal of Personal Data

Personal data should be disposed of when no longer needed for the effective functioning of the
college and its members (see Appendix 2 for period of retention for records). The method of
disposal should be appropriate to the sensitivity of the data. It is recommended that data on
paper be shredded and that electronic data be permanently destroyed by reformatting or
overwriting. Note that ‘deleting’ a computer file does not equate to destroying the data: such
data can often be recovered. I.T. Services will provide advice as appropriate. Removable
hardware for example CDs, DVDs and portable storage devices, should be handed to IT
Services for secure disposal of the data.
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Appendix 2
Personal Data held by college
The following information is held by the college on students:
•
•
•
•
•
•
•
•
•
•
•

Personal details: this includes name, date of birth, address, qualifications, next of kin
(and places of work, if relevant), telephone numbers plus a photograph.
Disclosed details concerning health – for instance whether they are diabetic, suffer from
asthma etc. Details of any disabilities which might have an impact on your academic
study e.g. dyslexia.
Details about academic performance, expected and actual results, references and
attendance.
A copy of the Learner’s Agreement.
Copies of any other related agreements – e.g. use of IT, permission to attend trips.
Details of any meetings held with family/and or external agencies.
Details of any change of course taken.
A copy of any Leavers’ Form and, if required, Early Leavers’ Form.
Details of any certificates/assessments held concerning academic progress, e.g.
reports, referrals.
Personal details required for examination entries and any other communications with
examination boards.
Details of any disciplinary meetings held with members of staff.

The following information is held by the college on staff:
•
•
•
•
•

Personal details: name, address, date of birth, qualifications, next of kin.
Disclosed details of physical and/or mental health: details about specific conditions
individuals may suffer from, such as asthma or diabetes; information about sickness
absences and any medical reports we may have received.
Details about work performance, including notes of observation sessions, appraisals,
and staff development.
Personal information: details about start date, pension and pay details, any current
disciplinary or grievance matters, any deductions from salary or any loans.
Details about any criminal record.
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Appendix 3
Staff Guidelines for Data Protection
All staff will process data about students on a regular basis, when marking registers or
college work, writing reports or references, or as part of a pastoral or other role. The
college will ensure through registration procedures, that all students give their consent to
this sort of processing, and are notified of the categories of processing, as required by the
1998 Act. The information that staff deal with on a day-to-day basis will be ‘standard’ and
will cover categories such as:
•
•
•
•

General personal details such as name and address
Details about class attendance
Coursework marks, grades and associated comments
Pastoral notes, including matters about behaviour and discipline

Information about a student’s physical or mental health, sexual life, political or religious
views, trade union membership, ethnicity or race is sensitive and can only be collected and
processed with the students‟ explicit written consent.
Examples:
•
•
•

keeping of sick notes
recording information about dietary needs, for religious or health reasons, while
organising for students to take part in off-site activity
recording information that a student is pregnant, as part of pastoral duties.

Disclosure of such information without consent is permitted only in “life or death”
circumstances, e.g., if a student is unconscious, a tutor can tell medical staff that the
student is pregnant or a Jehovah’s Witness.
Sensitive information must be protected with a higher level of security. It is
recommended that sensitive records are kept separately in a locked drawer or filing
cabinet, or in a password-protected computer file. If you (or one of your students) are
holding, or intending to hold, sensitive personal information which is outside standard
college processing, e.g., for a research project, you should notify the appropriate
designated Data Controller immediately.
All staff have a duty to make sure that they comply with the data protection principles, as
set out in the Data Protection Policy. In particular, staff must ensure that records are:
•
•
•
•

accurate
up-to-date
fair
kept and disposed of safely

Staff must not disclose personal data to any other student, parent or other person not in
employment at the college without authorisation or agreement from the Data Controller, or
in line with college policy. Staff shall not disclose personal data to any other staff member
except with the authorisation or agreement of the designated Data Controller, or in line with
college policy.
The Act requires data to be kept securely in relation to both unauthorised access and loss.
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All staff have duty to maintain data security, in particular by not leaving data accessible in
an unlocked office or filing cabinet. Computer screens should not be placed where they
could be easily seen by unauthorised people. Computers should be locked when left
unattended. (Contact the IT Helpdesk for guidance about this, if necessary.)
Electronic transfer of personal data cannot be considered secure. Using email or fax to
transmit personal data should be treated with extreme caution. This is particularly
important when sending confidential documents, such as references, to third parties
outside college.
Before processing any personal data, all staff should consider the checklist below.
Staff Checklist for Recording Data
•
•
•
•
•
•
•
•

Do you really need to record the information?
Is the information ‘standard’ or is it ‘sensitive’?
If it is sensitive, do you have the data subject’s express consent?
Has the student been told that this type of data will be processed?
Are you authorised to collect/store/process the data?
If yes, have you checked with the data subject that the data is accurate?
Are you sure that the data is secure?
If you do not have the data subject’s consent to process, are you satisfied that it is in
the best interests of the student or the staff member to collect and retain the data?
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APPENDIX 4
GLOSSARY OF MAIN TERMS

Data – any information which will be processed and stored. This can be written, taped,
photographic or other information.
Personal Data – information about a living person.
Data Subject – the person whom the data is about.
Data Controller – the person or organisation responsible for ensuring that the
requirements of the Data Protection Act are complied with.
Data Protection Officer – member of staff designated by the college to ensure
compliance with data protection policies and procedures.
Data Processing – accessing, altering, adding to, changing, disclosing or merging any
data.
Sensitive Data – information about a person’s religion, gender, political beliefs, sexuality,
trade union membership, health or criminal record.
Data Protection Principles – the underlying principles that determine what data can be
collected, processed and stored.
Relevant Filing System – any filing system (paper based or computerised) which is
readily structured so that information about an individual is accessible.
Information Commissioner – officer appointed by the State to administer the provisions
of the Data Protection Act.
Notification – the process of informing the Information Commissioner that an organisation
or individual will be processing personal data other than for private use.
Subject Consent – before processing personal data the agreement of the individual must
be obtained.
Under 19 Student – a student who was under 19 on the previous 31st August.
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APPENDIX 5
RECORDS RETENTION SCHEDULE
Record/Type of Data

Statutory retention period

Statutory authority

Accident books, accident
records/reports

3 years from the date of the
last entry (or, if the accident
involves a child/ young adult,
then until that person reaches
the age of 21). (See below for
accidents involving chemicals
or asbestos)

The Reporting of Injuries,
Diseases and Dangerous
Occurrences Regulations 1995
(RIDDOR)

6 years from end of financial
year end

Section 221 of the Companies
Act 1985 as modified by the
Companies Acts 1989 and 2006

Accounting records

(SI 1995/3163) as amended,
and Limitation Act 1980. Special
rules apply concerning incidents
involving hazardous substances
(see below).

The Income Tax (Employments)
Regulations 1993
(SI 1993/744) as amended, for
example by The Income Tax
(Employments) (Amendment
No. 6) Regulations 1996 (SI
1996/2631)

Income tax and NI returns,
income tax records and
correspondence with HMRC

Enhanced as statutory is 3 years
for private and 6 for public
limited
Medical records and details of
biological tests under the Control
of Lead at Work Regulations

40 years from the date of the
last entry

The Control of Lead at Work
Regulations 1998
(SI 1998/543) as amended by
the Control of Lead at Work
Regulations 2002 (SI
2002/2676)

Medical records as specified by
the Control of Substances
Hazardous to Health Regulations
(COSHH)

40 years from the date of the
last entry

The Control of Substances
Hazardous to Health
Regulations 1999 and 2002
(COSHH) (SIs 1999/437 and
2002/2677)

Medical records under the
Control of Asbestos at Work
Regulations
•

•

medical records
containing details of
employees exposed to
asbestos
medical examination
certificates

Medical records under the
Ionising Radiations Regulations

•
•

40 years from the date
of the last entry
4 years from the date
of issue

until the person reaches 75
years of age, but in any event
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The Control of Asbestos at Work
Regulations 2002 (SI 2002/
2675). Also see the Control of
Asbestos Regulations 2006 (SI
2006/2739) and the Control of
Asbestos Regulations 2012 (SI
2012/632)

The Ionising Radiations
Regulations 1999

1999

for at least 50 years

(SI 1999/3232)

Records of tests and
examinations of control systems
and protective equipment under
the Control of Substances
Hazardous to Health Regulations
(COSHH)

5 years from the date on which
the tests were carried out

The Control of Substances
Hazardous to Health
Regulations 1999 and 2002
(COSHH) (SIs 1999/437 and
2002/2677)

Records relating to children and
young adults

until the child/young adult
reaches the age of 21

Limitation Act 1980

Retirement Benefits Schemes –
records of notifiable events, for
example, relating to incapacity

Internal - permanently

The Retirement Benefits
Schemes (Information Powers)
Regulations 1995
(SI 1995/3103)

Statutory Maternity Pay Records,
calculations, certificates (Mat
B1s) or other medical evidence

3 years after the end of the tax
year in which the maternity
period ends

The Statutory Maternity Pay
(General) Regulations 1986
(SI 1986/1960) as amended

Wage/salary records (also
overtime, bonuses, expenses)

6 years

Taxes Management Act 1970

National minimum wage records

3 years after the end of the pay
reference period following the
one that the records cover

National Minimum Wage Act
1998

Records relating to working time

2 years from date on which
they were made

The Working Time Regulations
1998 (SI 1998/1833)

Student Records including
academic achievements and
conduct

6 years from the last day of the
course for paper records and
10 years for electronic subset.

Limitation period for negligence

Guidance - 6 years from the
end of the scheme year in
which the event took place

Internal retention periods
Record

Recommended retention period

Actuarial valuation reports

6 years

Employment application forms and
interview notes (for unsuccessful
candidates)

6 months to a year. (Because of the time limits in the various
discrimination Acts, minimum retention periods for records
relating to advertising of vacancies and job applications should
be at least 6 months. A year may be more advisable as the time
limits for bringing claims can be extended.) Successful job
applicants’ documents will be transferred to the personnel file in
any event.

Employment application forms,
references, offer, contract,

permanently
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resignation, pay related
communication, pension related
communication, right to work
documents
Assessments under health and
safety regulations and records of
consultations with safety
representatives and committees

permanently

Inland Revenue/HMRC approvals

permanently

Parental leave/flexible working
requests

5 years from birth/adoption of the child or 18 years if the child
receives a disability allowance

Pension scheme investment policies

12 years from the ending of any benefit payable under the policy

Leave requests, induction and
training records (including
disciplinary records and working time
records)

6 years after employment ceases if paid
6 years after training if not paid
(Existing staff/leavers 6 years for leave requests)
(Existing staff 6 years for training except if paid and then
permanently)

Redundancy details, calculations of
payments, refunds, notification to the
Secretary of State

6 years from the date of redundancy

Safeguarding information (students)

25 birthday of individual
‘Children Looked After’ 99 years

Senior executives' records (that is,
those on a senior management team
or their equivalents)

permanently for historical purposes

Statutory Sick Pay records,
calculations, certificates, selfcertificates

The Statutory Sick Pay (Maintenance of Records) (Revocation)
Regulations 2014 (SI 2014/55) abolished the former obligation on
employers to keep these records. Although there is no longer a
specific statutory retention period, employers still have to keep
sickness records to best suit their business needs. It is advisable
to keep records for at least 3 months after the end of the period
of sick leave in case of a disability discrimination claim. However,
if there were to be a contractual claim for breach of an
employment contract it may be safer to keep records for 6 years
after the employment ceases.

Trade union agreements

10 years after ceasing to be effective

Trust deeds and rules

permanently

Trustees' minute books

permanently

th
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Works council minutes

permanently
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APPENDIX 6

Confidential Waste Procedures

Purpose
Confidential waste can be broadly defined as resources containing information about
college business with a selected readership and where disclosure may compromise
personal privacy, financial or strategic information and therefore must be disposed of
responsibly.
These procedures underpin the requirements of disposal of data in the Data
Protection Policy and it is a condition of employment that employees will abide by the
rules and policies made by the college. Any failure to follow the policy can therefore
result in disciplinary proceedings.
Confidential Waste covers resources containing personal and business sensitive
data such as paper files, photographs, carbonised inserts and printing films, floppy
discs, CDs, DVDs and memory sticks. Below is a non-exhaustive list of documents
that would be classified as being confidential in nature. Please note that this list is not
exhaustive, and is intended to provide guidance only.

Records or information that contains personal information about a
living individual for example:
Staff personnel records
Staff or student discipline or appeal records
Student records
Exam papers
Grant applications
Job applications
Interview notes
References
Admissions records
Redundancy records
Sick pay records
Maternity pay records
Income tax and National Insurance returns
Wages and salary records
Accident books and records
Health records
Budget Information/Invoices
Meetings Minutes
Medical records
Questionnaire or other data collected under an understanding of confidentiality
Other letters or documentation which pass comment on a named living person
Correspondence or other documents that reveal the contact details or any financial details of a
named living individual
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Any record which, if made public before a certain
period, may breach commercial confidentiality for
example:
Contracts
Tenders
Purchasing records
Maintenance records
Insurance records
Unpublished accounting records

Disposal Responsibilities and Arrangements
Paper confidential items, which are scheduled for destruction, must be
disposed of in the following appropriate ways:
1. Shredded and then placed in the waste paper recycling collection
bins around college.
2. Placed in secure (locked) Confidential Waste bins located in the
Principalship and Finance offices.
3. Placed in clearly labelled Confidential Waste bags for removal by
the Estates team to a secure storage location.
Staff are responsible for ensuring Estates are alerted to collection
requirements for disposal option 3 with sufficient notice. Bags with
confidential waste are not to be left in offices overnight, or any extended
period over weekends or holiday periods as they present a risk to Data
Protection compliance.
Disposal of waste via options 2 and 3 will be administered by the Estates
Department via a commercial confidential waste arrangement.

For all other types of confidential waste requiring secure disposal please
contact the Estates team directly for instruction.
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Appendix 7

Subject Access Request
Data Protection Act
The Data Protection Act provides you, the data subject, with a right to request a copy of the
personal data we hold about you. Please complete this form if you wish to
access your data. Once we have received your request we will have 40 days in
which to process it. If the information you are requesting about yourself contains
details of another person or third party we may have to gain their consent before disclosing the
information.
Details
Surname:
Former Surname (if applicable):
Forenames:
Address:

Telephone Number (daytime):

Date of Birth:

Students (including former students)
Are you a present or past student of The Blackpool Sixth Form College?
Yes

No

(Please tick)

If Yes, please give details of course of study and dates:

Staff (including former staff)
Are you a present or past member of staff?
Yes

No

(Please tick)

For past Staff, give dates of employment:

PLEASE SEND COMPLETED FORMS TO: The Data Protection Officer. MIS Office, The Blackpool Sixth Form
College, Blackpool Old Road, Blackpool. Lancashire. FY3 7LR
email: dataprotection@blackpoolsixth.ac.uk
SR/May17

Other (neither staff nor student)
If you are neither staff nor student, please specify your connection with The Blackpool Sixth Form
College:

Information Required
Please describe as precisely as possible the information you seek, together with any additional
information which will help us to locate it, for example: the academic or administrative
departments in which it may be held. Please continue on a separate sheet if necessary. We are
not obliged to comply with a request until we are supplied with sufficient information to process it.

Declaration
I ………………………………………………., certify that the information given on this
application form is true and accurate and accept the terms laid out. I understand that it is
necessary for the College to confirm my/the Data Subject’s identity and it may be
necessary to obtain more detailed information in order to locate the correct data. I
understand that the response period of 40 days, stipulated in the Data Protection Act, will not
commence until the College is satisfied the requestor has completed this form satisfactorily to process
the request.

Signed …………………………………………………. Date…………………….
PLEASE SEND COMPLETED FORMS TO: The Data Protection Officer. MIS Office, The Blackpool Sixth Form
College, Blackpool Old Road, Blackpool. Lancashire. FY3 7LR
email: dataprotection@blackpoolsixth.ac.uk
SR/May17

